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Security Testing of Web Application: 
Structure 

!   Information about SIS (Study Information System) 

!   Tools 

!   Results 

!   Conclusion, proposals 



Security Testing of Web Application: 
SIS 

!   Study Information System 

!   Used by 
!   13 higher education institutes 

!   17 000 users 

!   Goal 
!   Learn and test security threats 



Security Testing: Tools and Resources 

!   OWASP (Open Web Application Security Project) 

!   OWASP ASVS (Application Security Verification 
Standard Project) 

!   Kali Linux 

!   Firefox Tamperdata 

!   Qualys SSL, SQL InjectMe, XSS InjectMe 



Security Testing: Results I 

!   Developer’s notes 

!   Scanning: vulnerability to BEAST attack 

!   Live data (& users) in development environment 



Security Testing: Results II 

!   Anonymous user can see student’s schedule 
!   Fixed thanks to new schedule module (since 2 April) 



Security Testing: Results III 

!   Student’s agenda is visible to everyone 
!   Retake exams – Data Protection Law 



Security Testing: Results IV 

!   Files in any format can be uploaded in … 
!   Study materials 

!   Application forms 



Security Testing: Results V 

!   Changing user data does not require re-authentication 
!   Form security token does not change 

!   “Few” more hours and one script 

!   Demo 



Security Testing: Conclusion 

!   Summary of tests 

!   Areas of improvement 
!   Re-authentication for changing user personal data 

!   Form token algorithm 

!   Live (real) data is being used in test environment 

!   Suggestions for future testing 

!   SIS is much more secure now 



Security Testing of Web Application: 
For more information 

!   See our IT College Wiki page 
! https://wiki.itcollege.ee/index.php/Security 


